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OBJECTIVES

The primary objective of this Disaster Recovery Plan is to help ensure the continued
operation of the College by providing the ability to successfully recover computer services
in the event of a disaster.

Specific goals of the Plan relative to an emergency include:
1) To detail the correct course of action to follow,
2) To minimize confusion, errors, and expense to the University, and
3) To effect a quick and complete recovery of services.

Secondary objectives of this Plan are:
1) To reduce risks of loss of services,

2) To provide ongoing protection of company assets, and
3) To ensure the continued viability of this Plan.

OVERVIEW

This Disaster Recovery Plan is a comprehensive document containing the necessary
instruction, policies, organization, and information required for the University to be
prepared for an emergency that would affect our computer services. The Plan consists of
seven major sections.

Section 1 -- Emergency Response Team

Section 2 -- Emergency Control Center

Section 3 -- Critical Applications

Section 4 -- Contingency Site

Section 5 -- Recovery Procedures for a Major Disaster
Section 6 -- General Procedures for Potential Interruptions
Section 7 — Backup Policies

Section 8 -- Testing and Maintenance of the Plan

The following is a brief description of each of the seven sections of the Plan:

SECTION 1 - THE EMERGENCY RESPONSE TEAM

Described in this section is the organization responsible for constructing and maintaining
the Disaster Recovery Plan, for managing the disaster recovery activities, and for the

continued viability of the Plan.

SECTION 2 - THE EMERGENCY CONTROL CENTER
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This section includes a detailed description of the facilities to be used for managing and
coordinating activities in the event of a major disaster.

SECTION 3 - CRITICAL APPLICATIONS

Included here is a table illustrating the College’s critical applications and the current
administrative liaison assigned to support them.

SECTION 4 - CONTINGENCY SITE

The contingency site is detailed. This section includes a description of the facilities provided and
all requirements associated with the use of the site.

SECTION 5 - RECOVERY PROCEDURES FOR A MAJOR DISASTER

Instructions and procedures to be followed in the event of a major disaster are described in this
section. Included are activation of emergency procedures, establishment of computer operations at
the contingency site, and subsequent restoration of normal operations

SECTION 6 -.GENERAL PROCEDURES FOR POTENTIAL INTERRUPTIONS
Potential, non-major interruptions of service are described and general instructions for
handling each type of interruption are provided. Typical interruptions include fire, power
outage, and telecommunications failure.

SECTION 7 - BACKUP POLICIES

Included in this section are policies defining how and when mission critical information is backed
up and how to recover it in the case of a major disaster.

SECTION 8 - TESTING AND MAINTENANCE OF THE PLAN

This section contains the policies and procedures needed to ensure that the Plan remains viable as
the business environment evolves.
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SECTION 1 - EMERGENCY RESPONSE TEAM

1.1 PURPOSE

The purpose of the Emergency Response Team is to establish and direct plans of action to
be followed during an interruption or cessation of computer services caused by a disaster or
lesser emergency. As the name implies, the Emergency Response Team maintains
readiness for emergencies by means of the Disaster Recovery Plan. The Emergency
Response Team is also responsible for managing the disaster recovery activities following
a disaster, and can be thought of as the "disaster management team". The Emergency
Response Team will consider personnel safety, protection of property and business
continuation in all phases of the Plan.

1.2 ORGANIZATION AND PLANNING

The Emergency Response Team consists of an Emergency Coordinator and the Action
Team Leaders.

In the case of a major disaster the Emergency Coordinator will manage the execution of the
disaster recovery plan (according to the procedures in Section 5 of this document) from the
Emergency Control Center. Action Teams will facilitate the Emergency Coordinator and
respond to the various types of emergency situations. The Emergency Coordinator will
administer the Plan. The following organizational chart defines the College’s current
Emergency Response Team. Appendix A details contact information for the Emergency
Response Team and the Action team members.

EMERGENCY RESPONSE TEAM

Emergency Coordinator
Courtney Carpenter

Applications Communications Network User Support Engineering
Team Lead Team Leads Team Leads Team Leads
B.Kenney S.Fenstermacher/D.Hensley C.Ward D.Ewart/C.Ward/C.Peck
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The following is a description of the roles and responsibilities of the Emergency
Coordinator and the Emergency Response Teams.

1.3 EMERGENCY COORDINATOR

The Emergency Coordinator is responsible for developing and coordinating the Action
Teams. During an emergency situation the Emergency Coordinator will activate and then
direct all activities until the emergency is under control. Additionally, the Coordinator is
responsible for the following:

e Participate in the evaluation and updates of the Disaster Recovery Plan to assure that all
emergency situations have been adequately considered and that appropriate
contingency plans have been prepared.

e Ensure that the Emergency Response Team and other employees receive proper
training of emergency plans and procedures. This will routinely be done as part of an
annual review of the disaster plan. The Coordinator will also work with departmental
managers to ensure that new employees are properly trained and that certain emergency
procedures are reviewed as frequently as necessary.

e Keep all members of the Emergency Response Team fully briefed on all aspects of the
disaster plan.

e Evaluate the readiness and proficiency of each Emergency Response Team member
and the appropriateness of their assignments.

e Keep management informed of the status of the Emergency Response Team and the
Disaster Recovery Plan.

e Communicate the status of emergency situations to management promptly and
efficiently.

e Maintain liaison with local fire and police agencies, other company locations, and other
involved parties as appropriate.

1.4 THE ACTION TEAMS

The following Action Teams have been defined for use in disasters or major emergencies.
The purpose and responsibilities of the Action Teams are described on the following pages.
The Teams will be activated selectively by the Emergency Coordinator and/or the
Emergency Response Team according to the nature of the emergency. The Action Teams
report to the Emergency Coordinator during an emergency or major disaster.
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Action Teams

Applications Team
Communications Network Team
User Support Team

Engineering Team

Designated leaders of the Action Teams and their contact information are identified in
Appendix A.

1.4.1 APPLICATIONS TEAM
PURPOSE:

The purpose of the Applications Team is to ensure proper functioning of the applications
and to coordinate with users about how their applications should be operated during the
contingency period.

RESPONSIBILITIES:

¢ In an emergency, the Applications Team must participate in preparation and validation
of the production environment at the contingency site. If problems are identified with
how an application will operate at the contingency site, the Applications Team must
prepare and document solutions for the problems.

¢ Coordinate with end-users to determine work that was in progress at the time of the
disaster. When operations are restored at the contingency site, the Applications Team
must first help recover any lost work that was in progress.

e Once production capability has been recovered, coordinate with the users to
synchronize the work done on the disaster recovery systems with the new production
systems.

1.4.2 COMMUNICATIONS NETWORK TEAM

PURPOSE:

The Communications Network Team is responsible for all shared network systems, as well

as, repair or replacement of all lines and associated communications hardware, and its

installation and testing.

RESPONSIBILITIES:
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e Participate in the evaluation and selection of contingency site(s), testing at the
contingency site, and all hardware-related contingency planning.

¢ In the event of a disaster, assess the extent of damage or the affect of failures on data
and voice networks.

¢ (Coordinate with vendors in obtaining necessary repairs or replacement of hardware.

e (Coordinate with Purchasing, Finance, Insurance, and other departments in equipment
salvage, insurance claims, and financing for replacement equipment.

¢ [Install and test all new/replacement electronics or data lines, and supervise all problem
solving when problems or failures are encountered.

1.4.3 USER SUPPORT TEAM

PURPOSE:

The User Support Team is responsible for all desktop considerations related to problem
calls during a disaster. This includes providing information about the status of services and
alternatives.

RESPONSIBILITIES:

e Participate in the evaluation and selection of all desktop hardware-related contingency
planning.

e In the event of a disaster, assess the extent of damage or the affect of failures on
desktop computers.

e Install and test all new/replacement desktop hardware and supervise all problem
solving when problems or failures are encountered.

1.4.4 ENGINEERING TEAM
PURPOSE:

The Engineering Team is responsible for the operating system and application software for
all Application servers.

RESPONSIBILITIES:
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Participate in the evaluation and selection of contingency site(s), testing at the
contingency site, and all hardware-related contingency planning.

In the event of a disaster, assess the extent of damage or the affect of failures on server
hardware.

Coordinate with vendors in obtaining necessary repairs or replacement of hardware.

Coordinate with Purchasing, Finance, Insurance, and other departments in equipment
salvage, insurance claims, and financing for replacement equipment.

Install and test all new/replacement server hardware, and supervise all problem solving
when problems or failures are encountered.
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SECTION 2 - THE EMERGENCY CONTROL CENTER

In the event of a major disaster, the Emergency Control Center will be established from
which all communications and activities will be directed. The Control Center will be used
to coordinate the management of recovery procedures, and will serve as the center of all
communications between the Emergency Coordinators, the Action Teams, and all other
personnel.

The Emergency Control Center is located in Blow Hall Suite 150 . The primary phone
number to reach the Control Center in the event of a disaster is 757-221- 1879. The
Control Center is fully equipped with all necessary communications infrastructure
including a backup centrex phone line in the event our PBX is not working. The secondary
phone number for this Centrex line is 757-253-4984.

The administration of the Control Center is the responsibility of the Emergency
Coordinator.

e The Emergency Control Center will be activated when a major disaster has occurred,
especially when the personal safety of employees or property is jeopardized. Direction
of activities and communications from the Control Center is the responsibility of the
Emergency Coordinator.

e This center will provide centralized and coordinated control of
communications during emergencies. When the Emergency Control
Center is in operation, the Emergency Coordinator and Action Team
Leaders will coordinate with the center and keep it informed of status
and progress.

e [f conditions warrant closing of facilities, the Emergency Control Center

will communicate the closing notice through the management chain to
all employees.
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SECTION 3 - CRITICAL APPLICATIONS

The following tables list the major enterprise systems and the critical applications that will
be available from the contingency site in the case of a major disaster. Additionally, the
assigned Enterprise Information Systems (EIS) staff members and end-user are listed. EIS
staff are critical members of the Applications Action Team. Detailed contact information

for EIS staff and the end-users is listed in Appendix A

FINANCIAL RECORDS SYSTEM - MAJOR APPLICATIONS & RESPONSIBILITIES

SUPPORT STAFF

APPLICATION EIS Staff Member USER
Accounting/Ledger Management Linda Golub Bert Brummer

Mike Ribeiro
Accounts Payable Linda Golub Laura Ferrell

Mike Ribeiro
Purchasing Rachel Pace Lynette Jenkins

Will Robbins
Budgeting Linda Golub Glenda White

Mike Ribeiro Jennifer Putnam (VIMS)
Grants Linda Golub Mark Roberts

Mike Ribeiro Jane Lopez (VIMS)
Foundations Linda Golub Mary Stebbins

Mike Ribeiro Terri Lorincz (LAW)
Fixed Assets Judy Ewart Annette Washington
Cashiering Mike Ribeiro Jim Jackson
Billing & Receivables Rachel Pace Pam Johnston

Karen Gillingham
Facilities Management TBD Greg Banks

Joe Martinez (VIMS)

HUMAN RESOURCE SYSTEM - MAJOR APPLICATIONS & RESPONSIBILITIES

SUPPORT STAFF

APPLICATION EIS Staff Member USER

Payroll Ed Zilavy Roberta McLoughlin
Mark Mierswa

Human Resources Ed Zilavy Earleen O’Roark
Mark Mierswa

Position Control Ed Zilavy Julie Hunt
Mark Mierswa

STUDENT INFORMATION SYSTEM - MAJOR APPLICATIONS & RESPONSIBILITIES

SUPPORT STAFF
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APPLICATION

Admissions

Registration
Grade Processing
Transcripts

Financial Aid
Dean of Students

Scheduling

EIS Staff Member

Jack Farraj
Danny Banks

Jack Farraj
David Trott

Jay Klinefelter
David Trott

Jay Klinefelter
David Trott
Karen Gillingham
Jay Klinefelter
David Trott
Kelly Lockeman
Jack Farraj
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Henry Broaddus (UG)
Carlane Pittman (GA&S)
Tom Ward (ED)

Fonda Powell (VIMS)
Faye Shealy (LAW)
Kathy Pattison (BUS)
Carolyn Boggs

Carolyn Boggs
Carolyn Boggs

Meriann Reid
Trish Volp

Cynthia King
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SECTION 4 - CONTINGENCY SITE

4.1 LOCATION

The contingency site housing the disaster recovery systems is located in suite 150 on the
ground floor of Blow Memorial Hall on Richmond Road. Key card access is required for
entry into both the suite and the Blow Hall equipment room.

4.2 FACILITIES

The contingency systems consist of a Sun StorEdge Rack, a Sun V880 (database server), a
Sun V480 (web and INB Forms server), a Sun 3310 Disk array, and 2 MGE ups units.
Collectively, this equipment will house and serve the administrative applications that are
mission critical to the institution.

Additionally, there are 3 Dell 1655MC servers. One is used to house reports and data
output from the enterprise systems and the other two act as domain controllers for

authentication.

Lastly, there are DHCP, DNS, and LDAP servers located in the contingency site to provide
necessary directory and networking services.
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SECTION 5 - RECOVERY PROCEDURES FOR A MAJOR
DISASTER

The following contingency plans are for use in a major disaster. That is, a disaster of
serious enough magnitude to require the computer processing to be moved to the
contingency site.

PROCEDURES:

5.1 NOTIFICATION OF THE EMERGENCY RESPONSE TEAM

A critical aspect of disaster recovery is the quick reaction of the Emergency Response
Team. This requires immediate notification of appropriate personnel so that the Disaster
Recovery Plan can be initiated as quickly as possible.

The Emergency Coordinator has established and will maintain an Emergency Notification
List (see Appendix A) and will ensure that all key personnel have it available. In the event
of a disaster, the following notification procedures will be followed:

1. If the disaster occurs while operations staff is on duty, they should initiate the
notification process as soon as possible. If Operations staff is NOT on duty, Campus Police
will contact the Emergency Coordinator.

2. The Emergency Coordinator is at the top of the Notification List. If the Emergency
Coordinator cannot be reached the next named person on the Notification List will be
called until a member of the Emergency Response Team has been notified.

5.2 INITIAL EMERGENCY RESPONSE TEAM PROCEDURES

Once the Emergency Response Team has been notified, they must proceed to make an
immediate assessment of the situation and to initiate appropriate actions.

PROCEDURES

1. The first member of the Emergency Response Team notified is responsible to notify
other critical members of the Emergency Response Team and to initiate action. The initial
action will be to assemble the team at the Emergency Control Center.

2. If the Emergency Coordinator has not yet been reached, the persons listed next on
the Emergency Notification List will assume full responsibilities of the Emergency
Coordinator, until he or she has arrived and been fully briefed. The Emergency
Coordinator or acting Coordinator will proceed to implement the contingency plans.
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3. Make an assessment of the situation directly at the scene if possible, or if not,
indirectly based on reported information from the notification sources.

4. Based on the Team's assessment of the situation, determine the severity of the
problem and decide on the appropriate action.

5. If the emergency is not regarded as a major disaster, then the appropriate correction
or contingency plans will be implemented. In such case, selected Action Teams may still
be required and will be notified to take action.

These steps constitute activation of the contingency plans for a major disaster. Additional
procedures are provided on the following pages for these tasks.

5.3 ACTIVATION OF THE EMERGENCY CONTROL CENTER

In the event of a major disaster, a centralized control center will be established from which
the Emergency Coordinator can direct all communications and activities.

PROCEDURES:

1. The Emergency Coordinator is responsible for maintaining an Emergency Control
Center in a state of readiness. The Control Center is equipped with table(s), chairs,
telephones, marker boards, flip charts, communications, etc.

2. If necessary, telephones will be ordered from the telephone company for emergency
installation, and supplies obtained from backup or other sources to properly equip the
Center.

5.4 NOTIFICATION OF ACTION TEAMS AND TOP MANAGEMENT

In the event of a major emergency, Action Teams and top management of the organization
will also be notified and apprised of the situation. Top management needs to know about
the emergency and the current status of personnel, property, and so on. The Action Teams
are intended to carry out very specialized functions in a disaster recovery situation, and will
be called in to act according to the emergency.

PROCEDURES:

1. Determine which Action Teams should be activated and if the presence of any top
management is required to support the emergency activities or contingency procedures.

2. In notifying top management, inform them briefly of what has happened, the
current status, the plan of action, and the location and phone numbers of the Emergency
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Control Center. The Emergency Coordinator should inform the executives whether their
presence is required and when.

3. In activating the Action Teams, the Team Leaders of each required team will be
called from the Notification List in Appendix A. Inform them briefly of what has
happened, the current status, the plan of action, and the location and phone numbers of the
Emergency Control Center. Each Team Leader has the Disaster Recovery Plan at home
and is expected to be prepared to initiate action appropriate to his/her Team. He or she is
responsible for notifying the team to assemble and act according to their contingency plans.

5.5 SUMMARY OF PROCEDURES FOR CONTINGENCY OPERATIONS
This section provides an overview of contingency operations.
SUMMARY OF PROCEDURES

1. The Emergency Response Teams will assemble at the Emergency Control Center
for briefing, discussion of any identified problems, and coordination of the contingency
plans.

2. The Applications Team will proceed to identify the work in progress that needs to
be recovered and how that can best be accomplished. The Applications Team will go to
the contingency site to help bring up the applications and recover work in progress. They
will be responsible for notifying the user departments and coordinating their interface
procedures.

3. The Engineering Team will proceed to the contingency site immediately and begin
loading software and data to prepare for computer operations. Once established,
processing will be maintained at the contingency site as long as required.

4. If hardware has been destroyed, damaged, or negatively affected, the Engineering
Team will proceed to take the appropriate contingency measures to repair or replace the
affected hardware.

5. The Emergency Coordinator will continue to maintain the Emergency Control
Center as long as appropriate, and will coordinate the contingency operations until they can
be returned to a normal, non-emergency state.

5.6 PROCEDURES FOR REPLACEMENT OF DATA CENTER

If the data center is destroyed, steps will be taken immediately to establish a replacement
data center. A location must be found with adequate space; computer rooms must be
constructed or modified; and computers, air conditioners, power distribution equipment,
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raised flooring, cabling, etc., must all be obtained and installed to prepare a working data
center.

PROCEDURES:

1. If equipment or facilities are salvageable, the Emergency Coordinator and the
appropriate Action Team Leads will assess what is usable or repairable and what needs to
be replaced. They will initiate all salvage, relocation, and repair activities as necessary.

2. The Emergency Coordinator will initiate ordering of all new replacement equipment and
facilities on an emergency (rush) basis. Financial, legal, and insurance issues will be dealt
with in this process.

3. The Communications and Engineering Teams will coordinate with the Physical Plant on
all construction issues, including obtaining permits, installation, wiring, etc., to ensure that
the data center is properly prepared.

4. The Engineering and Applications Teams will test the readiness of the new data center.
When it is ready, they will transfer operations from the contingency site to the new data

center.

5. The procedures will be complete when all problems with the new data center have been
resolved and operations have been normalized.
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SECTION 6: GENERAL PROCEDURES FOR POTENTIAL
INTERUPTIONS

A series of procedures follow as a reference for prompt and appropriate actions to be taken
in potential emergencies or events which cause interruption of computer service.

6.1 CONTINGENCY PLAN FOR FIRES

6.1.1 PREVENTION
® Review all areas of responsibility for combustible material.

e Operational areas are to be sight checked by each shift before they leave, and
particularly if area is to be left unoccupied. Periodically inspect below raised floors.
Floor panel lifters are located in the computer room operations area.

® [Education of the staff: new employees with access to the equipment room will be
educated about the fire plan. The location of exits, location and proper use of
extinguishers, location of fire alarms, operation of Halon system, etc. will be reviewed
with each employee by their respective supervisor.

e The Safety Office, upon request, will perform site inspections which include a general
area review, and checks of electrical connections, fire extinguishers, and smoke
detectors.

e Periodic inspection and testing of the fire alarm system is performed by the company
contracted for the service, Fire-X, and the Safety Office.

* Smoking is not allowed in any area within the building.

6.1.2 DETECTION

e The Jones Computer Room has a fire detection and suppression system. Smoke
detectors are located on the ceiling and below the raised floor. If smoke is detected,
horns will sound inside and outside the computer room. A zone detection panel is
located in the main Jones Computer Room which is linked to the building alarm system
which indicates the alarm condition. The Computer room detection system, connected
to the building alarm system, will automatically send the alarm to the Campus Police
Dispatcher monitor station and, if multiple zones are detected, will activate the
HALON fire suppression system.

e Detectors are also located in areas around the perimeter of the room.
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